
Scurt ghid PGP ɀ Microsoft  ̈́OutlookΆ 

3ÉÌÖÉÕ 6,A3#%!.5ȟ 3ÅÒÖÉÃÉÕÌ ÄÅ 4ÅÌÅÃÏÍÕÎÉÃÁĪÉÉ 3ÐÅÃÉÁÌÅ 

 

Introducere  
Acest ghid nu ǘǊŀǘŜŀȊŇ ǇǊƛƴŎƛǇƛƛƭŜ Ǔƛ ŦǳƴŎǚƛƻƴŀǊŜŀ tǊŜǘǘȅ DƻƻŘ tǊƛǾŀŎȅ όtDtύΦ Oƴ ŀŎŜǎǘ ǎŎƻǇΣ Ŏƻƴǎǳƭǘŀǚƛ 

ƛƴŦƻǊƳŀǚƛƛƭŜ ŘƛǎǇƻƴƛōƛƭŜ ƞƴ ƳƻŘ ƎǊatuit pe diversele website-uri ŘŜ ƛƴŦƻǊƳŀǚƛi de pe Internet (e.g. 

http://en.wikipedia.org/wiki/Pretty_Good_Privacy). tŜƴǘǊǳ ŀ Ŧƻƭƻǎƛ  tDt ƞƴ Microsoftϯ Outlookϰ, se 

ƛƴǎǘŀƭŜŀȊŇ ǇŀŎƘŜǘǳƭ DǇƎпǿƛƴΣ ŘƛǎǇonibil la adresa http://www.gpg4win.org/. 

Serverul  PGP al Serviciul ui  de TelecomunicaĪii Speciale 
Serviciul de ¢ŜƭŜŎƻƳǳƴƛŎŀǚƛƛ {ǇŜŎƛŀƭŜ ǇǳƴŜ ƭŀ ŘƛǎǇƻȊƛǚƛŜ ǳƴ ǎŜǊǾŜǊ ŘŜ ŎŜǊǘƛŦƛŎŀǘŜ tDt, disponibil la 

adresa sks.stsisp.roΣ ǊǳƭŃƴŘ ǇŜ ǇƻǊǘǳƭ 11371. Acesta este permanent sincronizat cu celelalte servere 

PGP de pe glob, orice certificat aflat pŜ ŀŎŜǎǘ ǎŜǊǾŜǊ ŦƛƛƴŘ ŀŎŎŜǎƛōƛƭ Ǔƛ ŘŜ ǇŜ ŎŜƭŜƭŀƭǘŜ Ǔƛ ǾƛŎŜ-versa. 

 

Configurarea ÁÐÌÉÃÁĪÉÅÉ PGP 

Configurare Á ÃÌÉÅÎÔÕÌÕÉ 0'0 ÃÕ ÓÅÒÖÅÒÕÌ 3ÅÒÖÉÃÉÕÌÕÉ ÄÅ 4ÅÌÅÃÏÍÕÎÉÃÁĪii 

Speciale 
5ǳǇŇ ƛƴǎǘŀƭŀǊŜa Gpg4winΣ ǎŜ ƭŀƴǎŜŀȊŇ ŀǇƭƛŎŀǚƛŀ YƭŜƻǇŀǘǊŀΣ Řƛƴ ƳŜƴƛǳƭ Start -> All Programs -> 

Gpg4win -> Kleopatra. {Ŝ ǎŜƭŜŎǘŜŀȊŇ ƳŜƴƛǳƭ Settings  -> Configure KleopatraΧ 

 

Figura 1. Meniul Settings -> Configure Kleopatra diƴ ŦŜǊŜŀǎǘǊŀ ǇǊƛƴŎƛǇŀƭŇ ŀ ŀǇƭƛŎŀǚƛŜƛ YƭŜƻǇŀǘǊŀ 

 Oƴ ŦŜǊŜŀǎǘǊŀ ŘŜ ŎƻƴŦƛƎǳǊŀǊŜΣ ƞƴ ǎŜŎǚƛǳƴŜŀ Directory Services, se ŀǇŀǎŇ ōǳǘƻƴǳƭ New ŎŜ ŀŘŀǳƎŇ ǳƴ ƴƻǳ 

servŜǊ ƞƴ ƭƛǎǘŇΦ Oƴ ŘǊŜǇǘǳƭ ŎŃƳǇǳƭǳƛ Server Name se introduce sks.stsisp.ro Ǔƛ ǎŜ ōƛŦŜŀȊŇ ŎŀǎŜǘŀ 

OpenPGPΣ ǇŜƴǘǊǳ Ŏŀ ŎƭƛŜƴǘǳƭ ǎŇ ŦƻƭƻǎŜŀǎŎŇ ŀŎŜǎǘ ǎŜǊǾŜǊΦ !Ǉƻƛ ǎŜ ŀǇŀǎŇ ōǳǘƻƴǳƭ OK. 

http://en.wikipedia.org/wiki/Pretty_Good_Privacy
http://www.gpg4win.org/
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Figura 2. Configurarea clientului PGP cu serverul STS 

 

Generarea unui nou certificat PGP  
Din fereastra aplicaǚiei se selecteazŇ ƳŜƴƛǳƭ File -> bŜǿ /ŜǊǘƛŦƛŎŀǘŜΧΣ Ŏŀ ƞƴ ƛƳŀƎƛƴŜŀ ŘŜ Ƴŀƛ Ƨƻǎ: 

 

Figura 3Φ CŜǊŜŀǎǘǊŀ ǇǊƛƴŎƛǇŀƭŇ ŀ ŀǇƭƛŎŀǚƛŜƛ YƭŜƻǇŀǘǊŀ Ǔƛ ƳŜƴƛǳƭ ŘŜ ƎŜƴŜǊŀǊŜ ŀ ǳƴǳƛ ƴƻǳ ŎŜǊǘƛŦƛŎŀǘ tDt 

Oƴ ŀŎŜǎǘ ƳƻƳŜƴǘ ǇŜ ŜŎǊŀƴ ŀǇŀǊŜ ŦŜǊŜŀǎǘǊŀ ŜȄǇŜǊǘǳƭǳƛ ŘŜ ƎŜƴŜǊŀǊŜ ŀ ǳƴǳƛ ƴƻǳ ŎŜǊǘƛŦƛŎŀǘ, unde se 

ǎŜƭŜŎǘŜŀȊŇ ƻǇǚƛǳƴŜŀ Create a personal OpenPGP key pairΣ Ŏŀ ƞƴ ƛƳŀƎƛƴŜΥ 
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Figura 4Φ !ƭŜƎŜǊŜŀ ǘƛǇǳƭǳƛ ŘŜ ŎŜǊǘƛŦƛŎŀǘ ŎŜ ǳǊƳŜŀȊŇ ŀ Ŧƛ ƎŜƴŜǊŀǘΥ hǇŜƴtDt 

Oƴ ŦŜǊŜŀǎǘǊŀ ŘŜ Ƴŀƛ Ƨƻǎ ǎŜ ƛƴǘǊƻŘǳŎŜ ƴǳƳŜƭŜ ŎƻƳǇƭŜǘ ŀƭ ǇŜǊǎƻŀƴŜƛ ǇŜƴǘǊǳ ŎŀǊŜ ǎŜ ƎŜƴŜǊŜŀȊŇ 

ŎŜǊǘƛŦƛŎŀǘǳƭ όŀŦŜǊŜƴǘ ǇŜǊŜŎƘƛƛ ŘŜ ŎƘŜƛ hǇŜƴtDtύ ǇǊŜŎǳƳ Ǔƛ Ŝ-mail-ul cu care se va asocia certificatul 

ǊŜǎǇŜŎǘƛǾ Ǔƛ ŀǇƻƛ ǎŜ ŀǇŀǎŇ ōǳǘƻƴǳƭ Next: 
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Figura 5. Introducerea datelor noului certificat 

Oƴ ŦŜǊŜŀǎǘǊŀ ǳǊƳŇǘƻŀǊŜ ǎŜ ǾŜǊƛŦƛŎŇ ŎƻǊŜŎǘƛǘǳŘƛƴŜŀ ŘŀǘŜƭƻǊ ƛƴǘǊƻŘǳŎŜ Ǔƛ ŀǇƻƛ ǎŜ ŀǇŀǎŇ ōǳǘƻƴǳƭ Create 

Key: 

 

Figura 6. Verificarea datelor introduse 
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Oƴ ŀŎŜǎǘ ƳƻƳŜƴǘΣ ǇŜ ŜŎǊŀƴ ŀǇŀǊŜ ƻ ŦŜǊŜŀǎǘǊŇ ƞƴ ŎŀǊŜ ǎŜ ŎŜǊŜ ƛƴǘǊƻŘǳŎŜǊŜŀ ŘŜ ƭŀ ǘŀǎǘŀǘǳǊŇ ŀ ǳƴŜƛ 

ǇŀǊƻƭŜ ŘŜ ǇǊƻǘŜƧŀǊŜ ŀ ŎƘŜƛƛ ǇǊƛǾŀǘŜ Řƛƴ ǇŜǊŜŎƘŜŀ ŎŜ ǳǊƳŜŀȊŇ ǎŇ ŦƛŜ ƎŜƴŜǊŀǘŇΦ tŜƴǘǊǳ ǇǊƻǘŜŎǚƛŀ ǎǇƻǊƛǘŇ 

a cheii private Ǔi pentru evitarea avertismentelor privind securitatea acesteia, se recomandŇ 

introducerea unei parole de minim 10 ŎŀǊŀŎǘŜǊŜΣ ŎŀǊŜ ǎŇ ƛƴŎƭǳŘŇ ŎŜƭ Ǉǳǚƛƴ ƻ ŎƛŦǊŇ ǎŀǳ ǳƴ ŎŀǊŀŎǘŜǊ 

special (!, @, # etc.): 

 

Figura 7. IntǊƻŘǳŎŜǊŜŀ ǇŀǊƻƭŜƛ ǇŜƴǘǊǳ ŎƘŜƛŀ ǇǊƛǾŀǘŇ Řƛƴ ǇŜǊŜŎƘŜŀ ŘŜ ŎƘŜƛ tDt 

h ƴƻǳŇ ŦŜǊŜŀǎǘǊŇ ŎŜǊŜ ŎƻƴŦƛǊƳŀǊŜŀ ǇŀǊƻƭŜƛ ŀƭŜǎŜΣ ǇǊƛƴ ǊŜƛƴǘǊƻŘǳŎŜǊŜŀ ŘŜ ƭŀ ǘŀǎǘŀǘǳǊŇ ŀ ǇŀǊƻƭŜƛ ǘŀǎǘŀǘŜ 

anterior: 

 

Figura 8. Confirmarea parolei introduse anterior 

5ǳǇŇ ƎŜƴŜǊŀǊŜΣ ƻ ƴƻǳŇ ŦŜǊŜŀǎǘǊŇ ŎƻƴŦƛǊƳŇ ǎǳŎŎŜǎǳƭ ƻǇŜǊŀǚƛǳƴƛƛ Ǔƛ ǇŜǊƳƛǘŜ ƞƴŎŇǊŎŀǊŜŀ ŎŜǊǘƛŦƛŎŀǘǳƭǳƛ ǇŜ 

ǳƴ ǎŜǊǾŜǊ ŘŜ ŎƘŜƛ tDtΣ ǇŜƴǘǊǳ ŀ Ŧƛ ŘƛǎǇƻƴƛōƛƭ ŜǾŜƴǘǳŀƭƛƭƻǊ ŎƻǊŜǎǇƻƴŘŜƴǚƛΦ  
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Figura 9Φ CŜǊŜŀǎǘǊŀ ŘŜ ŎƻƴŦƛǊƳŀǊŜ ŀ ǎǳŎŎŜǎǳƭǳƛ ƻǇŜǊŀǚƛǳƴƛƛ ŘŜ ƎŜƴŜǊŀǊŜ ŀ ǳƴǳƛ ŎŜǊǘƛŦƛŎŀǘ tDt 

{Ŝ ŀǇŀǎŇ ōǳǘƻƴǳƭ ¦ǇƭƻŀŘ /ŜǊǘƛŦƛŎŀǘŜ ǘƻ 5ƛǊŜŎǘƻǊȅ {ŜǊǾƛŎŜΧ h ŦŜǊŜŀǎǘǊŇ ƴƻǳŇ ŀǾŜǊǘƛȊŜŀȊŇ ŀǎǳǇǊŀ 

ǇƻǎƛōƛƭƛǘŇǚƛƛ ŘŜ ŎǊŜŀǊŜ ŀ ǳƴǳƛ certificat de revocare a certificatului nou creatΣ ŀŎǚƛǳƴŜ ŎŜ ǎŜ ǇƻŀǘŜ 

ŜŦŜŎǘǳŀ Ǔƛ Ƴŀƛ ǘŃǊȊƛǳ. {Ŝ ŀǇŀǎŇ ōǳǘƻƴǳƭ Continue Ǔi astfel certificatul ƴƻǳ ŎǊŜŀǘ ŜǎǘŜ ƞƴŎŇǊŎŀǘ ǇŜ 

ǎŜǊǾŜǊǳƭ tDtΦ h ǳƭǘƛƳŇ ŦŜǊŜŀǎǘǊŇ confirmŇ acest lucru. 

 

Figura 10Φ /ƻƴŦƛǊƳŀǊŜŀ ƞƴŎŇǊŎŇǊƛƛ cu succes a certificatului pe serverul PGP 

 

5ÔÉÌÉÚÁÒÅÁ 0'0 ÿÎ -ÉÃÒÏÓÏÆÔ΅ Outlook Ά 
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[ŀ ƛƴǎǘŀƭŀǊŜŀ DǇƎпǿƛƴΣ ǎŜ ƛƴǎǘŀƭŜŀȊŇ ŀǳǘƻƳŀǘ Ǔƛ ǳƴ add-in ƞƴ Outlook 2003 sau 2007Σ ƞƴ ŦǳƴŎǚƛŜ ŘŜ 

suita Microsoftϯ Officeϰ ƛƴǎǘŀƭŀǘŇΦ !ŎŜǎǘ ƎƘƛŘ ŜǎǘŜ ǊŜŀƭƛȊŀǘ ǇŜƴǘǊǳ hŦŦƛŎŜ нллтΣ ƞƴǎŇ Ǔƛ ǇŜƴǘǊǳ hŦŦƛŎŜ 

нлло ƻǇŜǊŀǚƛǳƴƛƭŜ ǳǊƳŇǘƻŀǊŜ ǎǳƴǘ ŀǎŜƳŇƴŇǘƻŀǊŜΦ 

bƻǘŇ: Semnarea unui mesaj se face ƞƴǘƻǘŘŜŀǳƴŀ Ŏǳ ŎƘŜƛŀ ǇǊƛǾŀǘŇ όŀǎƻŎƛŀǘŇ certificatului) 

ŜȄǇŜŘƛǘƻǊǳƭǳƛΣ ƞƴ ǘƛƳǇ ce criptarea unui mesaj ǎŜ ŦŀŎŜ ƞƴǘƻǘŘŜŀǳƴŀ Ŏǳ ŎƘŜƛŀ ǇǳōƭƛŎŇ όŘƛƴ ŎŜǊǘƛŦƛŎŀǘǳƭύ 

destinatarului. 

 

Trimiterea unui e -mail semnat PGP 
Oƴ ŦŜǊŜŀǎǘǊŀ ǇǊƛƴŎƛǇŀƭŇ hǳǘƭƻƻƪ ǎŜ ŀǇŀǎŇ ōǳǘƻƴǳƭ New pentru crearea unui nou mesaj e-mail. Mesajul 

ǎŜ ŎƻƳǇǳƴŜ ƞƴ ƳƻŘ ƻōƛǓƴǳƛǘΣ Ŏŀ Ǔƛ ƳŜǎŀƧŜƭŜ ŦŇǊŇ ǎŜƳƴŇǘǳǊŇ tDtΦ 

OƴŀƛƴǘŜ ŘŜ ŀ ŀǇŇǎŀ ōǳǘƻƴǳƭ Send, se alege meniul Add-InsΣ ŀǇƻƛΣ ƞƴ ǎŜŎǚƛǳƴŜŀ Toolbar Commands se 

ƎŇǎŜǎŎ ŘƻǳŇ ōǳǘƻŀƴŜ Ŏǳ ǇƛŎǘƻƎǊŀƳŇΦ /Ŝƭ Ŏǳ ŘǳƴƎŇ ǊƻǓƛŜ ŜǎǘŜ ǇŜƴǘǊǳ criptare, cel cu stilou este pentru 

semnarea mesajului cu PGP. tǊƛƴ ǳǊƳŀǊŜΣ ǎŜ ŀǇŀǎŇ ōǳǘƻƴǳƭ Ŏǳ ǎǘƛƭƻǳΣ ǇŜƴǘǊǳ ŀ ǎŜƳƴŀ ƳŜǎŀƧǳƭ ŘŜ 

ǘǊƛƳƛǎ Ŏǳ ŎƘŜƛŀ ǇǊƛǾŀǘŇ ŀ ŜȄǇŜŘƛǘƻǊǳƭǳƛΣ Ŏŀ ƞƴ ƛƳŀƎƛƴŜΦ Pentru trimitereΣ ǎŜ ŀǇŀǎŇ ōǳǘƻƴǳƭ Send. 

 

Figura 11. Semnarea unui mesaj e-mail cu PGP 

5ǳǇŇ ŀǇŇǎŀǊŜŀ ōǳǘƻƴǳƭǳƛ ŘŜ ǘrimitere, o feǊŜŀǎǘǊŇ ƴƻǳŇ ŀƴǳƴǚŇ certificatul cu care va fi semnat 

mesajul. {Ŝ ƻōǎŜǊǾŇ Ŏŀ ŎŜǊǘƛŦƛŎŀǘǳƭ ǎŜƭŜŎǘŀǘ ƛƳǇƭƛŎƛǘ ŜǎǘŜ ŎŜƭ ƎŜƴŜǊŀǘ ŀƴǘŜǊƛƻǊΣ ǇŜƴǘǊǳ ŎŇ ŜǎǘŜ ŀǎƻŎƛŀǘ 

ǎƛƴƎǳǊŜƛ ŎƘŜƛ ǇǊƛǾŀǘŜ ŘŜ ǇŜ ǎǘŀǚƛŀ ǊŜǎǇŜŎǘƛǾŇ ŘŜ ƭǳŎǊǳΦ {Ŝ ŀǇŀǎŇ ōǳǘƻƴǳƭ Next: 
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Figura 12Φ {ŜƭŜŎǘŀǊŜŀ ƛƳǇƭƛŎƛǘŇ ŀ ŎŜǊǘƛŦƛŎŀǘǳƭǳƛ ŘŜ ǎŜƳƴŀǊŜ 

h ŦŜǊŜŀǎǘǊŇ ŎŜǊŜ ƛƴǘǊƻŘǳŎŜǊŜŀ ǇŀǊƻƭŜƛ ŘŜ ǇǊƻǘŜƧŀǊŜ ŀ ŎƘŜƛƛ ǇǊƛǾŀǘŜΣ ŎŜŀ ǎǘŀōƛƭƛǘŇ la generarea 

certificatului. 

 

Figura 13. IntroducerŜŀ ǇŀǊƻƭŜƛ ŘŜ ŀŎŎŜǎ ƭŀ ŎƘŜƛŀ ǇǊƛǾŀǘŇ 

¦ƭǘƛƳŀ ŦŜǊŜŀǎǘǊŇ Řƛƴ ǇǊƻŎŜǎǳƭ ŘŜ ǎŜƳƴŀǊŜ tDt ŀ ƳŜǎŀƧǳƭǳƛ ŎƻƴŦƛǊƳŇ ƞƴŎƘŜƛŜǊŜŀ Ŏǳ ǎǳŎŎŜǎ ŀ 

ƻǇŜǊŀǚƛǳƴƛƛΦ 5ǳǇŇ ŀǇŇǎŀǊŜŀ ōǳǘƻƴǳƭǳƛ OKΣ ŎƻƴŦƻǊƳ ƛƳŀƎƛƴƛƛ ŘŜ Ƴŀƛ ƧƻǎΣ ƳŜǎŀƧǳƭ ŜǎǘŜ ǘǊƛƳƛǎ ŎŇǘǊŜ 

destinatar. 
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Figura 14. Fereastra de confirmare a suŎŎŜǎǳƭǳƛ ƻǇŜǊŀǚƛǳƴƛƛ ŘŜ ǎŜƳƴŀǊŜ 

 

Trimiterea unui e -mail criptat PGP  
/ŀ Ǔƛ ƭŀ ǎŜƳƴŀǊŜΣ ǎŜ ŎƻƳǇǳƴŜ ǳƴ ƳŜǎŀƧ Ŏŀ Ǔƛ ƞƴ ƳƻŘǳƭ ƴŜŎǊƛǇǘŀǘΦ OƴŀƛƴǘŜ ŘŜ ŀ ŀǇŇǎŀ ōǳǘƻƴǳƭ Send, se 

alege meniul Add-Ins, ŀǇƻƛ ǎŜ ŀǇŀǎŇΣ ŘŜ ŀŎŜŀǎǘŇ ŘŀǘŇΣ ōǳǘƻƴǳƭ Ŏǳ ŘǳƴƎŇ ǊƻǓƛŜΣ ǇŜƴǘǊǳ ŎǊƛǇǘŀǊŜ tDtΦ Oƴ 

ŦƛƴŜΣ ǎŜ ŀǇŀǎŇ butonul de trimitere a mesajului e-mail. 


